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Device-independent quantum key distribution (DI-QKD) provides the gold standard for secure key exchange. Not only does it allow
for information-theoretic security based on quantum mechanics, but it also relaxes the need to physically model the devices,
thereby fundamentally ruling out many quantum hacking threats to which non-DI QKD systems are vulnerable. In practice though,
DI-QKD is very challenging. It relies on the loophole-free violation of a Bell inequality, a task that requires high quality entanglement
to be distributed between distant parties and close to perfect quantum measurements, which is hardly achievable with current
technology. Notwithstanding, recent theoretical and experimental efforts have led to proof-of-principle DI-QKD implementations. In
this article, we review the state-of-the-art of DI-QKD by highlighting its main theoretical and experimental achievements, discussing
recent proof-of-principle demonstrations, and emphasizing the existing challenges in the field.
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INTRODUCTION

Quantum key distribution (QKD)'~* is the remote delivery of secret
keys through an insecure channel by using quantum-mechanical
information carriers. When combined with the one-time pad
encryption scheme®®, QKD allows for information-theoretically
secure communications, unbreakable even for an adversary with
unlimited computational power. This is in sharp contrast to public-
key cryptosystems, threatened by the advent of quantum
computers and by the progress of classical computers as well.

Since its conception in 19845 QKD has evolved from a mere
theoretical curiosity to a prolific industry at the forefront of
quantum technologies. Nowadays, both metropolitan’~'® and
satellite-based’'? QKD networks are being built, record-breaking
transmission distances are being reached over optical fiber'3'°,
and QKD services are being supplied by companies around the
globe. However, despite this success, various important challenges
must still be addressed for the widespread application of QKD,
related to its security, its performance and its integration with the
existing optical communication infrastructure.

In particular, a major difficulty is guaranteeing that the QKD
devices behave according to the mathematical models presumed
in the security proofs, a problem often termed “implementation
security”. Any disparity between these models and the actual
operation of the QKD equipment might invalidate the security
claims and potentially opens a security loophole. The importance
of this problem is evidenced by the amount of quantum hacking
attacks reported in the last two decades'®. Remarkably, a
breakthrough in this respect was the invention of measurement-
device-independent (MDI) QKD'’, together with its most recent
variant, called twin-field (TF) QKD'®. Both solutions remove all
security loopholes from the measurement unit but require that
the functioning of the QKD transmitter is perfectly characterized.
Nevertheless, given the complexity of its multiple optical and

electronic components'®2, exhaustively characterizing a QKD

transmitter is still an open task.

In this context, device-independent (DI) QKD?'2® can be
considered the ultimate solution to the problem of implementa-
tion security, because it does not require to characterize the
internal functioning of any device. Conceptually, it is based on the
historical Ekert 91 protocol?®, where a central untrusted source
distributes entangled photon pairs between two parties, say Alice
and Bob—each provided with a measurement unit—and the
violation of a Bell inequality®®3! signals the security of the
quantum channel. By performing adequate local measurements
on the incident photons, the parties can certify the presence of
monogamous correlations between their measurement out-

comes®>3® on the basis of their input-and-output statistics
alone?'*, Indeed, when their statistics violate a Bell inequal-
ity>%35, it is guaranteed that their outcomes do not arise from a

pre-determined strategy attributable to an adversary, usually
called Eve.

Much progress has been made to quantitatively link the amount
of Bell violation to Eve’s uncertainty on the parties’ measurement
outcomes, and to formally prove that a Bell violation enables the
extraction of a secure key (see e.g., Refs.2372836=41 among other
works).

The experimental realization of a so-called “loophole-free Bell
test” is, however, a major challenge. Entanglement has to be
distributed among remote observers, which must be capable of
performing random measurements at a high speed and with very
high efficiency. In a technological tour de force, several loophole-
free Bell tests have been performed in the last years*>~*°. Notably
though, for all studied protocols, the possibility to perform DI-QKD
is more stringent than the Bell test itself because it demands a
large Bell violation. Notwithstanding, proof-of-principle DI-QKD
demonstrations have recently been reported*’=*°.
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Fig. 1 CHSH test setup. A central source distributes quantum states pap to Alice and Bob, who interact with their measurement devices by
providing binary inputs (x and y) and recording binary outputs (a and b) to estimate their CHSH winning probability, w. As an example, the
Tsirelson’s bound w = (2 + /2) /4 is reached if ppg = |O*)(OF|0F pg (with [OF) . = (|00) 45 + [11),5)/v/2) and the inputs x and y determine
the measurement of the observables A, and By, where Ay =0z, A =0x, Bo = (07 + ox)/v/2 and B; = (07 — 0x)/v/2 (07 and ox being Pauli
matrices). In this ideal example, Alice records output a upon observation of the eigenvalue (—1)?, and similarly for Bob.

In this article, we summarize the progress in the field of DI-QKD.
First, we revisit the DI paradigm in “Security assumptions of the DI
setting”, after which we review the main challenges and
theoretical progress in “DI-QKD protocols and challenges” and
“Security of DI-QKD". Thereafter, we turn our attention to the
emerging topic of experimental DI-QKD in “DI-QKD implementa-
tions”, with an emphasis on the recent proof-of-principle
demonstrations. To finish with, prospects in the field are outlined
in “Outlook”.

SECURITY ASSUMPTIONS OF THE DI SETTING

Let us first summarize the assumptions on which DI-QKD relies. (1)
Quantum mechanics (QM) is correct. By this we mean that, in
particular, the measurement statistics of the QKD devices obey
Born's rule for some quantum states and some quantum
measurements (which need not be known to the users). Of
course, this hypothesis is justified by the perfect agreement
between QM and experiments. (2) The parties pre-share a short
secret key for the authentication of classical messages. (3) The
parties can faithfully generate local randomness. Remarkably, this
enables the “free” selection of the measurement settings in a
precise sense>®, which suffices to establish the completeness of
QM for the prediction of measurement outcomes®'—a frequently
invoked assumption by itself— via the exclusion of more
predictive theories compatible with it. (4) The parties hold faithful
classical post-processing units. (5) No unwanted information
leakage occurs through the boundaries of the parties’ locations.

The above assumptions are a subset of the assumptions made
in the non-DI setting. As long as they hold, no further device
characterization enters the security analysis of DI-QKD, which
provides a significant security upgrade.

Arguably though, assumption (5)—which is also needed in
conventional cryptosystems—might be hard to assure in practice,
especially given that entanglement needs to be distributed. In
fact, (5) may be replaced by more tenable assumptions modeling
the information leakage, to quantify its effect on the secret key
rate at the price of slightly undermining the DI feature, as it is
done in ref.#’, Indeed, this approach has also been studied in the
non-DI setting®2.

In addition, (5) restricts Eve’s capability to sabotage the DI-QKD
equipment. This is so because, by hypothesis, it prevents a
corrupted device from covertly leaking private information, which
could in principle be done in very contrived ways**3>4. In this
regard, practical solutions to weaken assumption (5)—and also (4)
—are introduced in refs.>>>°. Particularly those presented in
refs.>*>> combine the use of redundant QKD devices and secret
sharing to deal with truly malicious equipment.
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Furthermore, another paradigm is being explored to perform
DI-QKD with communicating devices—thus violating assumption
(5)—as long as (i) they are restricted by a post-quantum
computational assumption and (i) Eve does not have direct
access to the channel®®.

DI-QKD PROTOCOLS AND CHALLENGES

The most frequently used Bell inequality in the bipartite scenario is
the Clauser-Horne-Shimony-Holt (CHSH) inequality®!, which com-
pletely characterizes the set of local correlations in the binary
inputs and outputs setting3>>’. A “CHSH test” can be formulated
as a two-party non-local game, as illustrated in Fig. 1.

In every round of the game, Alice and Bob independently
provide random binary inputs x and y to their devices, and win the
game if their binary outputs a and b fulfill the CHSH winning
condition,

adb=x-y, (1

where “@ " and “ - ” denote addition and multiplication modulo 2,
respectively. In this context, the CHSH inequality is an upper
bound on the winning probability w attainable by any probability
distribution p(a, b|x, y) that admits a local description:

w < 75%. (2)

Famously, QM enables a maximum winning probability of (2 +
V2)/4 ~ 85.4% known as the Tsirelson’s bound®, attainable by
the measurement statistics of Bell pairs upon careful selection of
the measurement settings.

Naturally then, a CHSH-based DI-QKD protocol?*?>3¢ runs
sequentially, randomly alternating between key rounds —where
the parties measure their shares in fixed correlated bases— and
test rounds —where they play the CHSH game to quantify Eve’s
information on the outcomes of the key rounds—. The key basis is
chosen to be one of Alice’s test bases, and Bob’s device
incorporates an extra setting to operate in the same basis. As
usual, irrelevant basis choice pairings are dismissed a posteriori.

After the quantum communication phase, the generated raw
key material undergoes several standard classical post-processing
steps (not necessarily in the following order): sifting —where the
data from unsuitable basis choice pairings is discarded, thus
obtaining the sifted keys—, parameter estimation —where the
average score of the CHSH test is calculated—, error correction
(EC) —where, say, Bob computes an estimate of Alice’s sifted key
with the aid of some public discussion, to ensure that both strings
match with a high probability— and privacy amplification (PA) —
where these latter keys are shrunk into shorter secure bit strings,
whose length is prescribed by the parameter estimation step—.
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In what follows, we focus on the requirements of implementing
CHSH-based DI-QKD. As stated in “Introduction”, any DI-QKD
protocol fundamentally relies on the violation of a Bell inequality,
and the conclusiveness of the latter is subject to the closure of two
main loopholes®: a locality loophole®®, and a detection loop-
hole®%-52, The closure of the locality loophole demands that>>3¢ (j)
the measurement setting choice of one party may not influence
the measurement outcome of another party and (ii) the local
measurement settings be free choices®®°'. If either condition is
not met, a Bell violation may admit a local description. Although
the orthodox approach to enforce (i) is to ensure the space-like
separation between the delivery of one party’s input and the
return of the other party’s output, it is widely accepted that proper
isolation of the labs —in the lines of assumption (5)— suffices to
accomplish (i) for the purpose of DI-QKD3®, Similarly, condition (ii),
which can be relaxed to assuming partial free choice —see®37%5, is
in fact guaranteed by assumption (3) (an inevitable assumption in
all of cryptography).

On the other hand, the detection loophole demands more
attention. In practical Bell tests, signals are lost due to absorption
in the channel or device inefficiencies. If lost signals are simply
rejected, Eve can fake a Bell violation with a locally deterministic
strategy (as long as the loss rate is high enough). Consequently, all
the signals must be accounted for in the Bell test —e.g., assigning
a specific outcome to undetected signals**— which strongly
undermines the loss tolerance of DI-QKD as we discuss below.

Hereafter, we refer to the original CHSH-based protocol
presented in ref. 2%, For illustration purposes, let us consider an
implementation of the protocol using entangled photon pairs,
where the parties close the detection loophole by deterministi-
cally mapping lost signals to a fixed photo-detector, as mentioned
above. In addition, for benchmarking purposes, we contemplate a
typical limited-efficiency model*® where each photon is indepen-
dently lost with a fixed probability, ng. which determines the
overall detection efficiency of the system. Further assuming
perfect preparation of Bell states, a positive asymptotic key rate
(that is, considering that the parties execute infinitely many
protocol rounds) demands that the efficiency of the photo-
detectors satisfy nge >92.4% if only detection (but no channel)
losses occur®®. This can be reduced to 90.9% if Bob undoes the
assignment of undetected signals for EC purposes®®. Comple-
mentarily, if only channel (but no detection) losses occur, a
positive key rate demands that the user-to-user distance satisfy
L < 3.5 km, considering a typical optical fiber with an attenuation
coefficient of 0.2 dB/km at telecom wavelength (see e.g,, ref.%7).
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While a noticeable progress exists towards close-to-perfect
single-photon detection, the constraint on the tolerated channel
loss is prohibitive. In fact, if one wants to cover larger distances,

the closure of the detection loophole demands the usage of a
heralding mechanism, as explained next.

Heralding mechanisms

A heralding mechanism is an instrument that informs the parties
about the arrival of a photon or the successful distribution of
entanglement between them. In this way, one can decouple
channel loss from the measurement settings by simply postpon-
ing the choice of the latter until the heralding occurs. Naturally,
this allows to discard the signals lost in the channel without
opening the detection loophole.

As an example, a quantum non-demolition measurement for
the non-destructive detection of a photonic qubit may play the
role of a heralding mechanism, and significant progress has
recently been reported in this direction®®. Alternatively, another
solution are the so-called ‘qubit amplifiers’ (QAs)%7%%73, Leaving
the technicalities aside, a QA essentially is a teleportation gate
located at one party’s site, such that a successful teleportation
locally warns that party about the arrival of a photon. An example
of QA-assisted DI-QKD is illustrated in Fig. 2.

Similarly, a related approach more symmetric with respect to
both parties is to deliver entanglement via entanglement
swapping’“. In this case, local quantum systems at both sites are
respectively entangled with photonic states sent to a central node
where the swapping occurs. From there, a successful entangle-
ment distribution is communicated back to both parties. As
discussed later in “DI-QKD implementations”, this approach
provides the foundation for the recent memory-based DI-QKD
experiments?’8, where the heralded entanglement is established
between long-lived matter-based quantum memories.

Undoubtedly, heralding mechanisms seem to be a mandatory
breakthrough to enlarge the distance potentially covered by DI-
QKD. However, various aspects must still be improved for their
applicability. In particular, a general bottleneck of heralding
schemes is that, with current technology, very long DI-QKD
sessions would be required to gather the data block sizes
necessary to deliver a positive finite key length at relevant
distances®’. Also, in an all-photonic implementation, the perfor-
mance of the heralding scheme is limited when one considers
practical entanglement sources that sometimes emit vacuum
pulses or multiple photon pairs, like e.g., those based on
spontaneous parametric down-conversion (SPDC)%”7>77 (note
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Fig. 2 QA-assisted DI-QKD. One possibility consists of locating the entanglement source pag at Alice’s site, such that only Bob experiences
channel loss, and thus he is the one equipped with a QA. Alternatively, one can place pag in the channel and equip both Alice and Bob with
QAs. For instance, the QA may be constructed with an auxiliary entanglement source pgc and a Bell state measurement (BSM). In the BSM, a
traveling photon from pag interferes with a photon from pgc. Upon success of the BSM, Bob is warned of the arrival of a photon—which is
symbolized by a flag within the QA—and the entanglement is swapped to the extreme photons entering Alice’s and Bob's measurement
devices. Only in this successful event, Bob selects his measurement setting. In this way, unheralded signals can be withdrawn without opening
the detection loophole. For the purpose of key generation, Bob’s device admits a third input setting (y = 2) matching one of Alice’s test bases.
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that, in the unheralded setting, fundamental limits on the
maximum CHSH violation attainable with SPDC sources have
been derived’®79).

Regarding the actually implemented memory-based approach
—on which we elaborate later—the use of SPDC sources is
circumvented by exploiting ion-photon or atom-photon entangle-
ment, but the time issue is further magnified by quantum memory
inefficiencies.

Protocol improvements and variants

To relax the requirements of DI-QKD, various modifications of the
original CHSH-based protocol have been proposed as well, which
must in any case be combined with the use of a heralding
mechanism to achieve long distances. In what follows, we briefly
discuss some of them. For this purpose, it is convenient to
quantify the Bell violation with the CHSH value,

S = (aobo) + (aobq) + (a1bg) — (arbs), (3)

where the correlators (a.b,) are defined as (a.b,) = p(a =b|x,y) —
pla # b|x, y). Straightforwardly, the CHSH winning probability and
the CHSH value are related as w = 5/8 + 1/2, such that the CHSH
inequality and the Tsirelson’s bound respectively read S<2 and
s<2v2

This said, a possible improvement is the addition of a noisy
preprocessing step®® after the estimation of S, where Alice
independently flips each sifted key bit with a certain probability.
Remarkably, it was shown in ref. 8 that noisy preprocessing can
decrease the minimum detection efficiency with an SPDC source
to 83.2%, if a multi-mode approach is deployed for photon
counting with threshold detectors, and the refined data-
processing of ref.® is incorporated for EC. This suggests that
the development of perfect entanglement sources might not be a
priority for all-photonic DI-QKD.

Another possibility to slightly decrease the minimum detection
efficiency and enhance the secret key rate is to test asymmetric®’
or generalized®? CHSH inequalities, where one suitably modifies S
by incorporating non-unit weights in the first and the second pairs
of correlators appearing in Eq. (3). Given an accurate model of the
devices’ behavior (which does not enter the security analysis and
hence does not compromise the DI feature), the free weights can
be optimized in a model-dependent way to enhance the bounds
on the secret key rate. In particular, combining this technique with
the noisy preprocessing idea, the authors of ref.®! report a
minimum detection efficiency of 82.6% for DI-QKD. This value is
attained by considering partially entangled states with an
optimized bias and optimized measurement settings as well.
Indeed, the possibility of reducing the critical efficiency of a Bell
test by using non-maximally entangled states was already pointed
out in ref.8. Similarly, it was shown in ref.”® that, with unit
efficiency threshold detectors, the maximum CHSH violation
accessible to an SPDC source without a heralding mechanism
(S ~2.35) is attained with non-maximally entangled states.

In a similar fashion, instead of simply estimating the CHSH
value, one could use the test rounds of the protocol to fully
characterize the input-output statistics p(a, b|x, y) of the measure-
ment devices with the available data. It has been shown in
refs. 8485 that this finer-grained analysis (which in fact is not
restricted to the CHSH setting, but also applicable to general Bell
inequalities) allows to tighten the security bounds and signifi-
cantly lower the minimum detection efficiency. To be precise, the
formerly established threshold of 90.9%3¢% is reduced to 84% in®”
without noisy preprocessing. A related approach exploiting both
the complete statistics and the noisy preprocessing is given in
ref.®, where a DI-QKD protocol with a random post-selection
technique is proposed. This technique, originally presented in
ref.®” and limited to the independent and identically distributed
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(IID) setting discussed in “Security of DI-QKD”, which is essential
for the proof-of-principle experiment reported in ref.°,

Also, a suggested protocol modification to enhance the noise-
tolerance is to randomly alternate between two different key-
generating bases®8°, Precisely, both of Alice’s test bases are used
for key generation in this proposal, and Bob incorporates a new
measurement setting accordingly. The intuition behind this idea is
that Eve cannot tune her attack to simultaneously maximize her
information gain of the measurement outcomes in both
(incompatible) key bases. Importantly, in the high noise regime,
this additional difficulty for Eve compensates the extra sifting
arising from the basis-mismatch probability in the key rounds.
Notwithstanding, although the random-key-basis idea increases
the tolerated quantum bit error rate (QBER) between the parties’
key strings by ~1% within the typical depolarizing-noise model*®
—for instance, in the experiment reported in ref. ®—, it might not
be advantageous in the limited-efficiency model.

Lastly, the authors of ref. 8 also consider the original single-key-
basis protocol with deterministic assignments of the lost signals>®,
and combine the noisy preprocessing idea with the possibility of
taking into account the expected value of Alice’s key generation
outcome (in addition to the CHSH value) for the parameter
estimation. Using this approach and deliberately contemplating
partially entangled states, full optimization of the bias of the latter
and the measurement settings allows to decrease the minimum
detection efficiency to 80.3%.

Needless to say, in all these protocol variants, the minimum
detection efficiency is expected to increase if one takes into
account any additional form of noise not present in the limited-
efficiency model (see e.g., ref. ). In this respect, it has been shown
that higher-dimensional Bell inequalities offer lower minimum
efficiencies and better robustness to noise than the CHSH
inequality (see for instance®>°%°"). Note, however, that solutions
like these rely on the possibility of entangling two particles in
higher-dimensional degrees of freedom, which is a more complex
task from an experimental point of view. But of course, technology
is improving, and these ideas may eventually become a feasible
experimental alternative for DI-QKD.

Multipartite DI-QKD

To finish this section, it is worth mentioning that the alternative of
multipartite DI-QKD —sometimes termed DI conference key
agreement (CKA)*>—has also been explored in theory. The goal
here is to distribute an equal secret key among n>2 users. In
ref.92, a non-trivial generalization of the CHSH inequality is
devised for the implementation of a DI-CKA protocol with the n-
partite Greenberger-Horne-Zeilinger (GHZ) state®>*—which is a
natural extension of a Bell state to the multipartite setting.
Considering a depolarizing-noise model for every qubit subsys-
tem, the authors of ref. 2 show that, in the low noise regime, their
DI-CKA protocol reaches larger asymptotic key rates than the
combination of multiple bipartite DI-QKD protocols (as long as
Alice cannot perform all the bipartite protocols at the same time).

SECURITY OF DI-QKD

So far, we have mentioned the term “security” (of a DI-QKD
protocol) without explicitly saying what is meant by that.
Informally, a DI-QKD protocol is secure if, for any device that
implements the protocol, either a “good key” is produced, or the
protocol aborts with high probability. A “good key” refers to one
that is sufficiently close to a key with the following two properties:
(a) The key is unknown to the adversary (b) Alice and Bob hold the
same key. These statements can be made precise by formal
definitions that capture the above and ensure that the produced
key can be used freely in subsequent applications; see refs, 496
for didactic and rigorous explanations. To prove the security of a
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protocol, one must show that the considered protocol fulfills the
requirements set by the security definitions.

For most protocols, the main theoretical challenge when
proving security is to provide a lower bound on a quantity called
the smooth conditional min-entropy®’~*° H¢. (A|E), where A
stands for Alice’s sifted data, E denotes the information that Eve
gathers on A (including all knowledge leaked to her during the
execution of the protocol) and €€ (0, 1) is a security parameter.
Roughly speaking, the smooth conditional min-entropy quantifies
the (lack of) knowledge that the adversary has about the sifted
data. Once a sufficiently high lower bound on the smooth
conditional min-entropy is derived, the PA step of the protocol, in
which a function called a strong quantum-proof extractor'%-103 is
being applied, guarantees that the final key produced from A is
indeed unknown to the adversary, even when the adversary
knows which function was applied. Thus, for the rest of this
section, we mainly focus on explaining the main techniques used
in order to lower bound H¢, (A|E).

For simplicity, let us first assume that the devices behave in an
identical and independent manner in each round of the protocol,
i.e, that they use the same set of measurements on the same state
in each round. This is also called the IID assumption. In this case,
the quantum asymptotic equipartition property (AEP)'%* tells us
that, to the first order in the total number of rounds n,
Heyn(AJE) ~ nH(AJE), @)
where H(A|E) is the conditional von Neumann entropy “produced”
in a single round. Informally, we can say that the total amount of
entropy in the system is the sum of its parts. Note that the
transition from the smooth conditional min-entropy to the
conditional von Neumann entropy, as written above, is of great
importance: this is what allows one to get bounds on the amount
of randomness —and via this, on the key rate— which are tight to
the first order in n. Under the IID assumption, it remains to find a
(tight as possible) lower bound on H(A|E), as a function of the
winning probability in the considered non-local game. For the
CHSH game, this bound was derived in ref.3® considering the
asymptotic regime. Alternatively, for other Bell inequalities or
when utilizing the full statistics, one may use the approach of e.g.,
refs. 8195 to find a lower bound on the von Neumann entropy,
building among others on the Navascués-Pironio-Acin
hierarchy°®,

Of course, making the IID assumption in the DI setting is not
justified: there is no reason for the device to behave in an
independent and identical way in every round of the protocol.
What we do know, however, is that the entire operation of the
device is sequential, meaning that the protocol is executed one
round after the other. Hence, the operations of the device in one
round may impact the following rounds, while future rounds
cannot affect the past.

This sequential structure lies at the heart of the techniques used
to prove the security of DI-QKD protocols against general attacks.
In particular, the entropy accumulation theorem (EAT)'%7~1%° can
be seen as an extension of the above mentioned AEP, where
instead of the IID assumption the sequential structure (satisfying
certain conditions) is used. As the AEP, the EAT states that
H:.i (A|E) = nH(A|E). Now, however, H(A|E) should be understood
as the “worst-case von Neumann entropy” in a single round, which
is consistent with the observed average statistics (see ref. > for a
didactic explanation). Then, using the EAT, the security of DI-QKD
can be proven in full generality, i.e., for the strongest possible
adversary®o41,

Other proof techniques that are used to lower bound HZ.. (A|E),
such as those based on quantum probability estimators' %" or
the complementarity approach''?, also exploit the sequential
structure of the protocols. An exception is the approach of
refs. 13114, that considers “parallel-input” protocols in which the
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device may perform many rounds all at once, and thus the
sequential structure is broken.

Importantly, quantifying Eve’s uncertainty about Alice’s key for
PA purposes is not the only necessary task. As Alice’s and Bob's
final keys should be identical, we also need to make sure that their
bit strings match in the key generation rounds. For this, Alice and
Bob need to employ a classical EC protocol on their data, during
which some information is transferred between Alice and Bob
and, via this, leaks to Eve and increases her knowledge about the
data. Therefore, we wish to minimize the amount of communica-
tion needed in this step. The quantity that allows one to calculate
the minimum amount of communication required for successful
EC is the QBER, which we recall is defined as the probability that
Alice’s and Bob’s measurement outcomes are different in the key
generation rounds. When optimizing a DI-QKD protocol for a
specific setup, one should consider the expected QBER in the
actual experiment and choose the parameters of the EC protocol
accordingly.

A few last remarks regarding key rates are in order. We did not
give explicit equations for the secret key rates achieved in the
above works, because these depend on many parameters and are
not very informative by themselves. Asymptotically though, the
works that exploit the sequential structure of the protocols
achieve a key rate that matches the “DI Devetak-Winter key
rate”’’>"'7 ie, the one that is also achieved under the IID
assumption, but without making this assumption in the first place
(see Fig. 3a). Some of the cited works (such as e.g,, refs, 4088118)
and various others derive explicit bounds in the finite key regime,
that is to say, for any finite number of rounds. For completeness,
Fig. 3b, c illustrate the finite key security bounds obtained in ref. *°.
For a more detailed review about the various security proof
techniques see ref.1"°,

DI-QKD IMPLEMENTATIONS

In a nutshell, the implementation of DI-QKD requires an
experimental platform that distributes entanglement with high
fidelity, detection efficiency, and rate, over distances that are
relevant for cryptography. More specifically, a sufficiently
entangled state and highly efficient appropriate measurements
are required to largely violate a Bell inequality while achieving a
low QBER, which is mandatory for key generation. With current
technology, it remains a major challenge to simultaneously
achieve all these conditions, however, proof-of-principle demon-
strations have recently been reported*’=%°,

Photons are the physical system of choice to distribute
entanglement. For instance, one can encode a quantum state in
the polarization or time degrees of freedom of a photon, and
guide it to a distant location using an optical fiber'2°.

For the purpose of DI-QKD, we can distinguish two main
implementation categories: all-photonic setups in which the
qubits are encoded using photons only, or memory-based setups
employing long-lived matter states to generate and store
heralded entanglement. Both types of setups have different
advantages and face different implementation challenges.

All-photonic setups can generate and distribute entangled
states at high rates and with high fidelities, which makes this
approach promising for cryptographic applications. For instance,
in the ubiquitous example of SPDC sources, the generation of
entanglement originates from a single-photon conversion pro-
cess’®, which is very convenient for a high rate. In fact, minimizing
photon-coupling losses and being capable of fastly and randomly
switching between different measurement bases enabled the
violation of Bell inequalities while closing the detection loop-
hole™''22, even over distances sufficient to simultaneously
enforce space-like separation®***, Despite the preliminary success
of photonic Bell tests though, single-photon detectors and
distribution through fibers limit the global detection efficiency
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Fig. 3 Secret key rate performance of DI-QKD. a Asymptotic DI
Devetak-Winter secret key rate as a function of the distance’™™""".
An idealized scenario is assumed where Alice and Bob implement
unit efficiency measurements on their shares of a perfect Bell pair,
delivered by an entanglement source equidistant from both of
them. Moreover, the standard approach where undetected signals
are mapped to a fixed outcome is presumed for the closure of the
detection loophole. Noticeably, even in this idealized setup, the
absence of a heralding mechanism implies that the distance
covered by DI-QKD is below 3.5 km, considering an attenuation
coefficient of 0.2 dB/km (referred to the third telecom window). The
limited-efficiency model is considered for the channel loss®®.
b, ¢ Finite secret key rate as a function of the QBER and the number
of transmitted signals, n, assuming a depolarizing-noise model for a
perfect Bell pair and no losses of any kind. For illustration purposes,
some typical finite-key parameters are selected. Both figures, b and
¢, are reproduced from ref.%° under the Creative Commons license.

and hence the distance of all-photonic DI-QKD, unless the
heralded approach presented in “DI-QKD protocols and chal-
lenges” is deployed. Nevertheless, DI-QKD based on all-photonic
heralding schemes has not been realized so far, although all the
necessary experimental methods have been demonstrated
individually.

On the other hand, memory-based approaches generate
heralded entanglement between two matter-based quantum
memories. Such schemes have been demonstrated using different
systems as quantum memories and allow to close the detection
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loophole*?*, Essential here is, however, to realize efficient light-
matter interfaces and high-speed entanglement generation
procedures to shorten the necessary duration of a potential DI-
QKD session.

Photonic-based implementations

The most efficient photonic experiment reported until recently
(deployed for DI randomness expansion) reached a single-photon
detection efficiency of around 84%. At the time the experiment
was carried out, the CHSH-based protocol variants that lower the
detection efficiency below that value had not been proposed yet
(e.g., refs. 808185) ‘and hence it was considered that the system did
not keep up with the requirements of DI-QKD in practice. Very
recently, the combination of various experimental simplifications
with the post-selection technique of ref. 8 enabled the realization
of a proof-of-principle all-photonic DI-QKD experiment without a
heralding mechanism®. Specifically, the applied random post-
selection technique significantly reduces the error events, leading
to tolerable detection efficiencies as low as 68.5% in the limited-
efficiency model. However, this technique—which is central to
enable the delivery of a positive asymptotic key rate in the
experiment— relies on the IID assumption in a fundamental way
(see ref.%7). Therefore, more research is needed to investigate
whether it can be extended to the fully DI setting against general
adversaries.

As for the experimental simplifications, the measurement
settings were not randomly changed from round to round in
the experiment, but rather waveplates were set manually to
determine all the correlators for evaluating S. In addition, aiming
to simulate longer distances, optical fibers with a total length of
220 m were placed behind the state analysis to avoid the
otherwise required stabilization of the polarization.

In any case, within this preliminary simplified scenario, after
2.4 x 108 rounds of experiment for each of the six combinations of
measurement settings, the observed statistics would yield an
asymptotic secret key rate of 2.33 x 107 secret key bits per round.
A schematic of the setup is depicted in Fig. 4, which consists of
three modules. Pairs of polarization-entangled photons at the
wavelength of 1560 nm are generated probabilistically via the
SPDC process in the central module (a). These pairs of photons are
sent over a short distance to two receiver modules (b). In each
module, approximately 100 m of fiber precede the single photon
detectors where the measurements are performed to generate the
raw data. The overall single-photon detection efficiencies are
respectively determined to be 87.16 + 0.22% and 87.82 + 0.21% for
Alice and Bob, which significantly surpass the record values in
previous experiments with photons.

In short, despite the great progress that the experiment
represents*®, an all-photonic implementation delivering a positive
finite key length may still require further technological improve-
ments. On top of it, needless to say, the deployment of all-
photonic heralding schemes is also a must aiming to cover
relevant distances.

123

Memory-based implementations

Quantum memories with light-matter interfaces enable the
generation of heralded entanglement between distant locations.
For this, the memories first emit a photon to generate
entanglement between light and matter'?*'2¢ or interact with
incoming light in a state dependent manner'?”'28, Two distant
memories can then be entangled by using, for example, heralded
storage of an entangled photon pair, entanglement swapping
from two light-matter pairs, or enhanced light-matter interaction
by resonators. Various quantum systems are under active research
to facilitate entanglement distribution, and heralded entangle-
ment has been generated for platforms including ions'?,
atoms'3%131, and NV-centers'3?, even over long distances and
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Fig. 4 Schematic of the all-photonic DI-QKD implementation reported in ref.%. a Entanglement source. For the creation of pairs of
entangled photons, light pulses of 10 ns are injected at a repetition pulse rate of 2 MHz into a periodically poled potassium titanyl phosphate
(PPKTP) crystal in a Sagnac loop to generate polarization-entangled photon pairs. The two photons of an entangled pair at 1560 nm travel in
opposite directions towards Alice and Bob, where they are subject to polarization projection measurements. b Alice’s and Bob’s QKD receivers.
In her (his) measurement site, Alice (Bob) uses a set of HWP and QWP to project the polarization of the incoming single photons into a pre-
determined measurement basis. After being collected into the fiber, the photons travel through a certain length of fiber and then are
detected by a superconducting nanowire single-photon detector (SNSPD) operating at 1K. HWP half-wave plate, QWP quarter-wave plate, DM
dichroic mirror, PBS polarizing beam splitter. Reprinted figure with permission from ref. *° (https://doi.org/10.1103/PhysRevLett.129.050502),
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with readout speeds capable of simultaneously enforcing space-
like separation?>4°,

Heralded entanglement generation between quantum mem-
ories allows to close the detection loophole in a Bell test
regardless of channel loss, however, DI-QKD is more demanding
than this alone'. The current challenge is to distribute high-
quality entangled states and, at the same time, to achieve
entanglement rates over distances that are relevant for crypto-
graphy. The highest entanglement fidelity reported so far equals
96%, employing two distant ion based quantum memories*’- 134,
These fidelities are not fundamentally limited though, and could
be increased by further reducing state generation or readout
errors. Generation rates of high quality entangled states up to 100
Hz have been reported'3* '35, and higher rates could still be
achieved employing cavities to improve photon collection
efficiencies'3”'38, Moreover, single-photon interference provides
a promising venue for entanglement generation protocols'39147,
although so far only at the price of reducing the quality of the
entanglement.

While the memory-based heralding schemes do not have a
fundamental distance limitation, due to absorption the entangle-
ment generation rate decreases exponentially over the distance.
To minimize channel loss and hence maximize the rate using
optical fibers, operation at telecom wavelengths is indispensable.
Indeed, entanglement between quantum memories has already
been distributed over tens of km employing quantum frequency
conversion'3"'*1 or absorptive quantum memories'**'43,

Recently, two similar proof-of-principle implementations of
memory-based DI-QKD have been reported: one using single
885r* ions in Oxford*” and the other using single 8’Rb atoms in
Munich®®, The experiments employ charged or neutral single
atoms as quantum memories which are isolated from the
environment inside ultra-high vacuum setups and spatially
confined using electrically or optically induced trapping
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potentials, respectively. Other than the trapping techniques, the
concepts used to distribute entanglement are very similar for the
two implementations, and Fig. 5 shows a high-level schematic of
the quantum network link that is representative for both setups.
Also, Fig. 6 shows a picture of the single-atom trap employed in
ref. 48,

Each link consists of two distant quantum memories that are
entangled in an event-ready scheme. First, each of the atomic spin
states is entangled in a spontaneous decay with the polarization
of the emitted photon. The two photons are guided with single-
mode fibers to a BSM device where a joint measurement on the
photons heralds the entanglement between the ions or atoms,
respectively. The quantum state of the memories is measured
after every heralding signal with unit detection efficiency, thereby
closing the detection loophole for the Bell test.

Performance parameters of the two quantum links are listed in
Table 1. The rate at which the links generate entanglement
critically depends on the success probability of the entanglement
generation tries and their repetition rate. The former is mainly
limited by the efficiency to collect photons emitted by the
memories, which is typically up to a few percent using free-space
optics. Including channel and detection losses, this leads to
heralding probabilities on the order of 107* to 1075, For the
implemented event-ready schemes, the entanglement generation
tries can only be repeated after a period that allows for two-way
communication between the devices and the BSM setup, thus
introducing a trade-off between distance and rate. The achieved
fidelities of the states shared between the distant quantum
memories belong to the highest reported so far (see Table 1) and
allow one to achieve positive key rates in DI-QKD protocols.

As discussed in “Security assumptions of the DI setting”, proper
isolation of the users’ locations is a way to practically close the
locality loophole in the Bell test. The generation of entanglement,
however, requires the photonic channel, ie, a connection
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Fig. 5 Schematic of the memory-based DI-QKD implementations reported in refs. 4742, Alice and Bob are situated at distant locations and
equipped with an input generator, storage and process unit, and a device containing a single ion or atom quantum memory. The memories
are entangled as follows. First, via spontaneous decay entangled atom-photon pairs are generated in each device. The photons are collected
into fibers that guide them to a Bell-state measurement (BSM) setup. There, they interfere at a beam splitter (BS) where in each output port the
photon polarization is analysed with a polarizing BS (PBS) and two single photon detectors (SPD). The entanglement generation tries are
repeated till a photonic coincidence detection occurs and heralds shared entanglement between the quantum memories. Next, the DI-QKD
protocol starts with a random seed from the input generators to select the measurement orientation, perform the measurement, and output
the result. These measurement in- and outputs of every round are stored in a local storage. The storage and processing unit are connected via
an authenticated classical channel to facilitate the post-processing steps of the key generation procedure.

Fig. 6 Picture of a single-atom trap employed in ref. *, Shown is
the ultra-high vacuum glass cell in which a single rubidium atom is
stored (authorized by the copyright owner Jan Gruene, from LMU).

between the quantum memories, and hence opens a back door to
the outside environment. Therefore, after distributing the
entanglement, this link should be disconnected. For this, in the
Oxford experiment, the ions are moved out of the focus of the
optics and hence prevent fluorescence from coupling into the
fiber leaving the laboratory. In the Munich experiment, a shutter
closes the atomic fluorescence light path leaving the laboratory.
Moreover, before repositioning the ions or opening the shutter,
the atomic states are scrambled or the atoms are ejected from the
trap to avoid information leakage to the environment when
reconnecting the quantum link. These processes must be well-
characterized, to ideally quantify any possible information leakage
and account for it in the security proof.

The key distribution capability of the ion-based system was
evaluated by generating a secret key between Alice and Bob. For
this, a finite-key security analysis was considered, together with a
protocol that implemented EC, authentication and PA. A total of
1.5% 10° Bell pairs were generated during a period of 7.9 h,
achieving a CHSH value of $=2677(6) and a QBER of
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Table 1. Performance of the quantum links.

Oxford*” Munich*®
Fidelity 0.960(1) 0.892(23)
Rate (s™") 100 1/82
Fiber length (m) 35 700

Key parameters that characterize the quantum link performance employed
in the proof-of-principle memory-based DI-QKD experiments. The line-of-
sight distance between the two quantum memories is 2 and 400 m for the
Oxford and Munich experiments, respectively.

Q =0.0144(2). After a post-processing time of 5 min, the protocol
generated 95 884 shared secret bits (i.e., 0.064 bits per entangle-
ment generation event), while only 256 bits were consumed
during the key generation process.

For the atom-based system, an asymptotic security analysis was
made, since the generation of a key secure under finite statistics
would have taken months of quantum communication. In
particular, over a period of 75 h, a total of 3342 entanglement
generation rounds were executed, observing a CHSH value of
§=2.578(75) and a QBER of Q=0.078(9). This translates into an
asymptotic secret key rate of 0.07 bits per entanglement generation
event (compared to the maximum of 0.25 for the protocol used).

Single photons with respective wavelengths of 422 and 780 nm
distributed the entanglement, corresponding to an attenuation
loss of a factor two for every 100 and 700 m of optical fiber in each
case. To achieve entanglement distribution over more than a few
kilometers of fiber, it is required to operate at low-loss telecom
wavelengths. In this regard, conversion of light from 422 nm to the
telecom regime was recently achieved in a demonstration
setup'**. Moreover, fully polarization-preserving quantum fre-
quency conversion was implemented in the atom-based experi-
ment, which converts the wavelength from 780 nm to telecom
wavelength for a single photon while maintaining its quantum
state'*. The high conversion efficiency of about 57% allowed to
distribute entanglement of atomic quantum memories over tens
of kilometers of fiber'3'. However, besides providing an even
lower entanglement generation rate, the achieved fidelity would
not be sufficient for DI-QKD yet, due to the decoherence of the
atomic quantum memories.
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OUTLOOK

Over the last years, crucial theoretical and experimental advance-
ments have been made, which enabled proof-of-principle QKD
demonstrations in the DI setting. For practical implementations,
however, more effort is required.

On the theory side, the analysis of the studied schemes is tight
when considering CHSH-based protocols. To improve the
performance, more sophisticated protocols including e.g., two-
way classical communication in the post-processing stage'#® or
exploiting higher-dimensional Bell inequalities®®®" might be an
option, though they seem to be challenging at the moment.

On the experimental side, all-photonic approaches including
heralding schemes are a promising venue towards DI-QKD over
tens of kilometers, where fully integrated photonics could further
improve the efficiencies of the devices. In memory-based
implementations, the achieved entanglement fidelities between
distant matter qubits allow for positive key rates in the DI setting,
but a severe challenge is to achieve high entanglement rates over
distances which are relevant for key distribution. For this, using
e.g., cavities could increase the efficiencies of the light-matter
interfaces. Especially for event-ready schemes, parallelization of
the entanglement generation tries can potentially increase the
entanglement generation rate by orders of magnitude. For this,
hardware architectures that were initially proposed for quantum
simulation and computation applications could be exploited, for
example, using strings of trapped ions or atom arrays'4”148,

Another interesting research direction is “other forms” of DI
protocols. That is, protocols in which we do not characterize the
devices but the assumptions we do make are not comparable to
those described in “Security assumptions of the Di setting”!7/18:56:149
being examples of such scenarios. It is for the theoreticians and
experimentalists together to investigate which models are of
relevance and develop both the security proofs and the necessary
equipment for the implementation of the upcoming protocols.

On the long run, quantum networks might be employed to
efficiently transfer quantum states over long distances and
provide connections between quantum computers. These net-
works will supply shared entanglement between the nodes, which
will be accessed with very high efficiency. As all the necessary
tools are available, DI-QKD may become a regular application for
secure communications of the highest level.
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